�  A DIVISION OF HOLZER ENTERPRISES


IDEA MAN          	Hands-On & Consultation to Eliminate & Prevent Problems


7751 Treadmill Cir.					  in Products, Processes, Machines & Systems


Liverpool  NY  13090


315-622-9241 Voice & Fax				Global Thinking, World-Class Results





Typical Medical Record Scanning Process for Security





Notes:  Please review the IDEA MAN mass scanning procedures for general backup processing as well.  We advise that you have a database created using a software like doQuments Enterprise edition by ITAZ.com, detailed in the other procedures.  Try to avoid use of post-it notes and staples/clips as their scanning process will add more tedium than their “convenience” can warrant.  Also, to assure you reliably capture all records, you MUST insist on adherence to the rules below, or similar procedures, which will minimize the chance of human-error problems, the greatest single risk to your records.  Assuming you have a two-section record scheme; Admin and Clinical, you should keep pages in these sections separate from each other.  Generally, you will add to the Clinical section whenever you have a patient contact or test result, but will usually bill only on a regular basis, like monthly, which will change the Admin portion then.  So they are covered this way below. Viewers of the database and its documents must be limited to the same staff who could handle the paper records, both for HIPAA regulations and for common sense.  The software can handle these issues with passwords.  But you must protect against unauthorized use at someone else’s computer by rigorously enforcing shutdown or password-locked screen-saver usage.





Admin:  Typically includes billing, authorizations, ICD & Med lists, etc.  These should be updated on a scheduled basis, or at least whenever you would prepare a bill.  Most practices will use a chart, so visits and payments and billing will accumulate on the page over time. IDEA MAN advises substitution of the prior version with scan of the new one, or keeping no more than two prior versions, and use of the same file names for storage.  That will minimize the needless consumption of disk space, as only the accumulated page matters anyway, and the files will be overwritten.  Other or added Admin documents will simply be scanned as additional pages as appropriate, but the processing of the Admin should be regimented perhaps to a different schedule than the Clinical.  Because a delete is involved, you should limit the people who can perform these tasks, an accessibility permission issue controlled by the database software, which the suggested ITAZ product includes.





Clinical:  Typically includes Pt Notes, lab reports, and other documents you will want in the record, but only usually for archival needs.  These will generally involve simply adding new pages as appropriate to the scanned database, but rarely have a delete.  So these documents can be entered by a wider operator group.  Unlike the Admin, which need not have an “entered” stamp, you should so stamp the Clinical pages when you scan them, so that if in some later view of the file you find a non-stamped page, you will know to add it to assure the most complete records archiving possible.  For best Clinical processing, you should assure that records once removed from the main library can only be re-shelved after check for scanned page stamps.  And to guarantee that is reliably accomplished, you should require clinicians, etc., to place any new documents into a sub-section of the record, which is then passed to the clerical person who scans those pages and stamps them before passing to the “librarian”. 





In any case, the most critical issue thereafter, as any librarian will tell you, is assuring the data and the records are placed in the correct location.  Doing otherwise makes the record unusable unless found by accident.  Not a wise approach.  It is possible to use auto-ID technologies, such as barcodes, to minimize this actually high risk, but simple care and process can reduce the risks considerably.  Simply require those scanning pages to verify the particular record identification before any delete or scan occurs, and have your most conscientious staffer be your librarian.  And use stupid-proof ID schemes for identification, such as color codes.   A hand-written B and 8 are like 2 and Z and 7 – easily mistaken.  And every added character in a code is an added chance for transcription error.  The ideal of a color code is that a mis-shelved record in a color coded sequence, say all Pt’s with last name starting B get a blue as first color, will stand right out from C with a green.  If you use such a scheme, it is ideal if you rename a scan of that code as “Colorcode” in each record, and require your staff to first look at that image when opening a record for processing.  The scan risk, of course, is that you might put one Pt data into that of another, then print the series to send to another provider in the future, thereby violating HIPAA regs.  Care is essential.  Paper records are not the real problem.  Lack of redundancy and easy loss are the problem.  Technology can help, but the best solutions involve designing out the processing risks.





IDEA MAN can help you to sort through all these issues, select and install technologies appropriate for your needs without breaking your budget, and assure you the most robust and reliable processes to meet your needs.  That will result in your obtaining the most secure, effective, and efficient documents backup and disaster recovery capability at the lowest cost possible.  Give us a call.
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